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. How to create the client Id & transmit the certificate

Environement APIGEE URLs

Sandbox apis-ce.staging.bnpparibas-pf.com
Staging apis-ce.staging.bnpparibas-pf.com
Pre-Production api-ppce.bnpparibas-pf.com

Production api-ce.bnpparibas-pf.com

Step 1: Use Openssl to create the private key and the certificate

Open your cmd and execute the next command

openssl req -x509 -newkey rsa: 2048 -keyout private.key -out public.cert

ou should have now a certificate with this format:

-days 365



http://apis-ce.staging.bnpparibas-pf.com
http://apis-ce.staging.bnpparibas-pf.com
http://api-ppce.bnpparibas-pf.com
http://api-ce.bnpparibas-pf.com

Step 2 : Transform your private key to JWK

For he Postman collection test, you will have to transform your private key to JWK:
Option 1
Use the Python script provided bellow in the same directory of your certificate.

Prerequisites

Install Python if needed : https://www.python.org/
Add crypto lib using PIP: pip3install cryptography==41.0.5

Launch the script : python3 convert\ jwk.py

Transform private key to JWKS

import json inmport base64 from cryptography. hazmat.primtives inport serialization fromcryptography. hazmat.
primtives.asymetric inport rsa with open('private.decrypted.key', 'rb') as f: private_key_pem= f.read()
private_key = serialization.load_pemprivate_key(private_key_pem password=None) n = base64. url saf e_b64encode
(int(private_key. private_nunbers().public_nunbers.n).to_bytes(256, byteorder="big')).rstrip(b'=").decode('utf-
8') #e = base64. url saf e_b64encode(int(private_key. private_nunbers().public_nunbers.e).to_bytes(4,
byteorder="big')).rstrip(b'=").decode('utf-8) d = baseb4.url saf e_b64encode(int(private_key. private_nunbers().
d).to_bytes(256, byteorder="big')).rstrip(b'=").decode('utf-8") p = base64.url safe_b64encode(int(private_key.
private_nunbers().p).to_bytes(128, byteorder="big')).rstrip(b'=").decode('utf-8") q = base64.url safe_b64encode
(int(private_key.private_nunbers().q).to_bytes(128, byteorder="big')).rstrip(b'=").decode('utf-8) dp = baseb4.
url saf e_b64encode(i nt(private_key. private_nunbers().d % (private_key. private_nunbers().p - 1)).to_bytes(128,
byteorder="big')).rstrip(b'=").decode('utf-8) dgq = baseb4.url saf e_b64encode(int(private_key.private_nunbers().
d % (private_key.private_nunbers().q - 1)).to_bytes(128, byteorder="big')).rstrip(b' =").decode('utf-8) qi =
base64. url saf e_b64encode( pow pri vat e_key. private_nunbers().q, -1, private_key.private_nunbers().p).to_bytes
(128, byteorder="big')).rstrip(b'=").decode('utf-8") jwk ={ "kty": "RSA", "n": n, "e": "AQAB"', "d": d, "p": p,
"q": q, 'dp': dp, 'dq': dgq, 'qi': qgi } with open('jwk.json', 'wW) as fg: json.dunp(jwk, fg, indent=2) print
("your decrypted private key was converted to jwk and wited in jwk.json file to check your assertion')

Option 2

PEM to JWK converter - Tribestream

How to request an access token

Step 1: Install Postman

Step 2: Create a postman global variable

VARIABLE TYPE @ INITIAL VALUE @ CURRENT VALUE @ we PersistAll  ResetAll

pmlib_code default ~ function(t){if("object”==typeof exports&&'unde Ifunction(t)if("object"==typeof exports&&"undefined"l=typeof module)module.expor

Step 3: Create the postman Body request


https://www.python.org/
https://tribestream.io/tools/pem2jwk/

POST v hitps:ffapis-ce-d.pf.staging.e 2/v2{token
Params Authorization Headers (12) Body = Pre-request Script ® Tests Settings Cookies
none form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION ess  Bulk Edit
grant_type urn:ietf:params:oauth:grant-typesjwi-bearer
assertion Hiwt_apigee)}
scope read write delate
Ke value Description
Body Cookies (2) Headers (23) Test Results (1/1) @, Status 200 0K Time: 121ms Size: 171KE  Save Response v
Pretty Raw Preview Visualize JSON ~ = [ e}
1 f 1
2 "access_token": "fIVUgRIN7QsSOb2omIuTFWNL3Swn",
3 “token_type": "Bearer",
4 “expires_in": 599,
5 “issued": 1732291882056,
6 "scope": "read write delete”,

Step 4 : Store the access_token as a variable to use it as authorization in the APIs call

POST

Params

[ T e R I

~  htips:/fapis-ce-d.pf.staging.echonet/auth/oauth2/v2/token

Authorization Headers (12) Body = Pre-request Script Tests » Settings

pm.test("Status code is 200", function () {
pm.response.to.have.status(200);

£

var res = pm.response.json();
pm.environment.set('access_token', res.access_token);
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1 curl --location --request POST 'https://
apis-ce-d.pf.staging.echonet/auth/
oauth2/v2/token' \

2 --header 'Content-Type: application/
x-waw-form-urlencoded' \
3 --header 'Cookie:

BIGipServer~AP24659xPA1Q17~AP24659xPAL
017_apis_ce_d_pf_http_tcp_443~P_apis_c
e_d_pf_staging_echonet__http_443=23628
93322.47873.0008 ;
TSB1b510ce=A1521841c081648077547b03cAb
163e0d78092042£376340ba31lafc90£3£675dE
9578941b6115ec7d5dbehadBd685aae9900810
85b* \

4 --data-urlencode
‘grant_type=urn:ietf:params:oauth:gran
t-type:jut-hearer’ \

5 --data-urlencode
'assertion=eyJOeXAi01IKV1QiLCIhbGeii]
SUzIINiI9.
ey IpYXQi0jE3Mz Ty0TE30TCSTNS 171 T6MTCZM]
ISMTCSNywizZXhwIjoxNzMyMikINDAYLCIgdGki
01JYZzVhNENMQTIPTGpsbWFPamSyaBsilClpe3
Mi0iJSQWVLeW1XRO9LejI5TmIGeVFEWUPhNETR
Sm12Wkt1ailsImF1ZCI6Imh@dHBZ018vYXBpcy
13ZS1KLnBmMLANEYWd pbmeuZWNob251dCohdXRo

Cookies
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